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o
be presented at the ADP Hearings the week of 8 May 1978. Aé@ached

)

L
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also are comments to be made by the NSA representative. =

- ILLEGIB

=~ * L
Approved For Release 200;2/99/,Q£i : CIA-RDP84-00933R000200010017-3
o s o - O o
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Mr. Chalrman and Gentlemen of th'e'éﬁﬁi:hfi‘:iéi!:

For sometime now the Coqg}ess, through the Commiftees exerciaing

oversight of the Inte}ligaqé; Commumity, has expreased continuilng
. ' - _,0' 3 -

concern over the growth r{? ADP expenditures in the I'n(:‘e_lli’gencé’ Community

and the Yack of a management mechanism at the level of the DCI to

coordinate, control and plan for the éf#ficiént uwtilization of ADP°

resources on a Community-wide basgia,

<] tliustrative of Congressibh&i;éf&iﬁﬁéﬁhé;inﬂth;ii;ﬁé&ége_canta1ne&m. r

-in the report of the House Appropriations Committee on the 1978 NFIP

: DI Ix.
budget wherein it wag gstated: ) o . .

“The Committee has tried for the 'iq-st three years to Iimit - (8 g)
growth in communications and computer e'xpenditures to a more Q&?S
pa

N
reasonable level. These efforta have 1cluded sPéCial-Ex“libitﬂr T
reductions in specific ngfamﬂ;’&nd"?tr'dng;feport"*‘ianguége. \g“& ~ é‘

_ ’g;\
1

Nevertheless, the Committee's effort to limit these expanditvires. N )

has failed." A ' o YR 0

As a result of this ronclusion, the Crmmiryes adopted a general. pb‘i}.:icy

limiting the overall growth of ADP ‘to an annuai rat;_;‘!-! 10 percentin

YUV
IO
i\.

CavT
o Yoy) o D

o
IV g

real-germs.

y P

1977 stated in part:

"Witnesses in the FY 78 budget ti‘eéfiﬁgs identified management

of data processing as an area requiring improvement. These

activities need more careful cootrdindtion, direction and interagenc

&

<
pe

.

. _ -~
planning in both the initial stages of atquiring hardware and ' [ v
software....." . ILLEGI
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Parhaps more significant than ¢ha problems 1nvolved In the sﬁariﬁg

3

84-00933R000200010017-3 o

of :c:mpnrm' resources is the concinu'lng problem involved in supplying
-ﬂdequate ADP support for the expanding requirementa of the Intelligence
~ Community wi}:hin the Umlts of exiating fi.scal conatrainta. In the

perlod since 1970, Pommui%ty ADP expenditutés have 1ncreased ‘from

2,5.X1‘ Inillion dollars in the ‘ ; |

‘curront fisca? year tn current ddliars. Thts amounts to a rate of

o growth of qomawhat less th’m 101 per annum. Hnwaver, and more ‘
] o :
S e qignificantly, tranelqted {nto constant doliars this amounts tb a rate

of growth of less rhnn 27 per anmrm :I.n raal tems. Over this K

© . same period, manpower in the - EE-_;{:E

iégﬁ{éi;f;‘m;'dr It 1a appa:ant that redhctions 1n )
R ‘m.mpower of suth ql;,ni Ficant pronurt‘lo’ns wnuld have aeriuus},y o
degraded U. ‘3 Intel 1igence Lapabilities w@tﬁout large increases in
m.holh the qnanrity and qua]ity of ADP support throughout the Ccmmunity.
In addit[on to the requirements levied on Community ADP suppott

gonerated by mnnpower rPductionB, theAincreasing sophistication, both :

of U.8. collection qutems and the cammunications and cryptologic ‘f".“ﬂj'

tpchniqupq amployed hv target countriea, ccntinue to generata =

roqniremontq for the expanqion and improvement of Community ADP'

capablliities. Survinrtly qtated we must run vety fast 3ust to stay ,J:' '

cven. e e

In connectian with the fiscal prubl'ems e face, the eVer 1nck‘easing ’

_coat .of ma intendm.e should be addressed. Ih famil:larizing mysélf

- with the ADP operations of the Community. I have been really aurp‘risad

~

R " o . learn the age of a great. deal of tha computet equipment still being .
) o s LLEGIB
X put to very good use Lhmug‘haut thLi"‘ '(qf_onmunity. The purchase «f -
iv ) " .u;t’ \\.-' 1“ o
- 6P
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of equipment and {ts use over long Paricdy ‘&t time 1s cetbainly
- the most rnst—effuvfive way Lo manage one's resources. Nevertﬁeiess,‘
an (nmputer equipmonc ages and beccmES Gbaolete 1t becomea 1ncreaeingly

.dlrficulr and more Pxpensiv/ to properly maiutain. This phenomenon '

' 15 applivable to softwar{?maintenance, ‘and 1s’ certainly not peculiar -

te thp intvl!igenvo business. All facets 0f gavernment and industry

r_"qro faced with rhe aame- problem of continually escalating maintenance o

'“'ff coqto Tho only effective way ta combat this ia through a comprehensive

:Vf Q;prngram of continum?Iy replacing aud upgradiﬁg obaalete eQuipment and

sybrems

For aﬁl thpqe reaqons, the rate of growth of ADP expenditutes i

ST SR NSO I A P PR

Llﬂnﬂt be expertpd ro docline and may increase over the neat-term

if we are to :ontinue to prnvide adequate support for ongoing intelli-'t‘ '

peace offorts amd develap the means *a-saypa@* new iw*tisﬁ*ze& s}rasdy '

S prngrammed ;'i5 ;' __)QvIT: S <?  5"

In my brit.f experianeq with .&W 1n t‘he Intellige'nce Camunity, : “
I, dlqng wlth man; of my colleagues, perceive computer security
to be one of the most intrqctable and 1mpdrtant of the problems ’

which must be addroqqed by the Cnmmunity. Although at timea,

-.qe(uriry may be utilized as an excuae for parochial attitudes,

- the exi%tane of that qituation should not be allowed to obscure h_i‘ﬂ

:_thv hard fact that beLurity 18 a very rsal problem.> The 1nherent

- nature of the advantages to be derived from the use of computers,
rmid mu;ﬁm to I.irgv issues of data,iaiso inereases by }.arge

orders of magnitude the dangers inherent infany successfui penetration

I'I_LEGIB" i

N

attempt. Furthermore, because of the architecture of the present

Approved For Release 2002/09/05 : CIA-RDP84-00933R000200010017-3
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('vm\r'n lon of computers and thelr ope*atlng Bysta’ms, it '!.a a vlrt&mlly B ks
Impnqsible raqk without the expenditure oE such 1arge3tesources in

the fuxm of time nnd money as to be impractical to hope to achieve |

an 1r19prab1e level security without stringent physica] security

mouqures and limitations on-acceas.' Fbttunately, I am able to report R

t‘,that ror thL firbt time, aqed 1arge1y on R&D efforts spcnaoted

Jb} ChL Intt1$igeure Community, signi!icant progress is beins ma&e
: 5}fhv Lhiq area. However,uig'will be a conaidetable period of time BN
| 'f “Pcwrn the new :enknolngv nnu heing_devaluped will find 1ts way a

'-l"t" WideqPrpad applitﬂfion ' Tn tha meantime, the Cowmunity st A

__f'tonllnue to operate under stringent consttaints in this area."f" :
- .

It will be a mntter of highest priority fcr the foice of Cbmmunity
‘;:ZTnlormntion Systems to promote. in every wny possible, the continuatian
'and nvteterarion of ailil promiaing effcrts in this area. |

Another matter which deqerves mentioning is ‘that most of

: my roi?pyupq pprcelve that there_ia a prsblem, paxticnlarly in the.;*_

Duplrtment of Defenao cumponents, in the Cyumner of implementatian R

of the rpqulrementn of the Brooka bill to computer procurement.

| 'The dif:t¢u1tits encatled and the time raquired to consummate a

Competitive procurement under preaent Geheral Services Administration fffiw

-

f polivles and pratttccs can tesult in the acquisiton of equipment

ILLEGIB

whi(h ls already ohsoleqcent and in sarious ecouomic 1osses arising '

out of the delays which are nreaentlv inh&rent to the process.

Approved For Release 20[02/09/05 : CIA-RDP84-00933R000200010017-3
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In response to these Congres§1 - fﬁfﬁfattves and bec use oé
s/

~his own desires to improvo}éhe management of ADP resources 1n the

) .
rnrettfgnnce Cnmmuntty, {?e BCI, as a part of his recrganization of

the Intnll1pﬂn(e Cummunlcy managemenc scructure. created the foice of Eff‘ ,

', anmmunlty Informatlon Sy4tems as a part of the staff of the Deputy

sk

tu rhe DCI For Reqouroe Management. In January of this year, 1 assumed

: ; QSthe duties of Director of that office._'kiwfl -
In htq andﬁal report. issued 1n January 1978, and directed to -

?‘lho Proqldnnt, the Pnngroqq, and the Intelligence Communtty. the mirector o

 stated: N ,‘-.;  > _** ‘ FITE§‘;v52L;-'"

i7”10p mana?emenr of the Cnmmunity aﬁd Congressional cummittees o

dealinp with 1ntpll[gence matters are 1n agreement that the T

5;rnsnu:(es fnr hardwqrp,'qurh4aa camputets and telecdmmnnicationsA
‘ oquipment, and in faet all resources for 1nformation handling ~”b
qurems nnd cnpabilitteq must be pruvided managed and

nporated undet a comprehenqive Cmeunity plan Requests for '

resources to create new capabilitiga must be._ evaIuated An_ the

L)Q;ELt of a total official plan, and planning in turn must be o

direcrly related in a very praetical way to the cyclical
:pr0005q for p:ngrqmming and budgeting and the ptocedures éf'?‘iA'
zero-based budgeting (ZBB) "' S e R
| "romm“"tty Informatfon Systema Office ~ The chief of thié

office will be the "senior ADp. official" 1n _the Intelligence

Community -and will be responaiBfe for deveiopiug and Ti;lm“‘v::"m o

//,/*'- coordinating 1he official mid- ané lﬂng~range méster plan o ":h.i L
B i e B ILLEGIB
e for the CIHS; to keep the plan gprent' ‘and to monitor the -~ ‘

AT VIR AR
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tions.'

.

My purpose wi?% be to implament the 1ntent an& purpoges of

fmplementation of the p]an by Cnmmuﬁf%i opefﬁting organiza-’:; -

the Director as expreqqed hy him in crenting this new office @0 am to:!

iProv{de the manpower and technical expertiae on the :

?5f ”;ADP praposals in che Cbmmunity and make appraisals
'_\f.“of their Cnmmunity—wide benefit.
Monttor and etudy the ongaing ’data pracessing

"f‘operacionq in the Intelligence Cummuuity and make -

aperations !n the Intelliganee Cmmanity as a whole.
Assist th» peY in pravi&ing fiscal gnidance far the
'devewpment of the NFIP budget and 1n the review and

i preparation of that budget so as o 1mprove the -_

 and imprave U s. fareign inteiligence capabilities. ;

‘°f ADP re?ﬂ“rces by the 1ndividual componenta of ther;l;:if-"

e '\.."u‘ .

Reqource Management Staff to effectively evaluate new, -

THE ek s

o - e

£ el _,“,,,,,g Uk S e I

recommendations to the DCI an actiona required to be taken 1f-‘7;

L f‘to improve rhe opetational efficiency of data processing “wad o

' efficiency uf the utilization of ABP resourcea ia

support of the mias:[ou and functﬂians of the Intelligence _

. Community, while minimizing the increaaes in ADP

expenditures which must take place in otder to maintain‘“\‘“' 3

Stag et

| (:“Pe""i"e“aﬂf*“@wd‘in&t_g the plannins for the utilizdtion e T

_ Intelligence Community aﬂﬂrinteg@abélthese plans into ‘_;44
a cohesive planning structure for the Community as a’ » : :
whole. oD ILLEGIB
_ o . _
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The npqponnibﬂirinq of thi% fée dre inaeed cﬁaifenging

——— 1

and awesome. 1In the p35t several munths, I have been engaged in

amiltariring mysolf with the multitude of data processing 3ystems .,f;"

) nxtnnr fn rhe Cbmmunfty anﬁ the functians which tﬁey suppart. ?he

variety and rompiexlty of these systems and the extent to which our _ 
ur y_ preqenr dav inre111gence qtructure dapends upon them almoat defies

ﬂdpscriptianr

T am happy ro report to the Commtttee that my impressiona haVe

“h e

- ronera]]y been thnr the people of this conntry are indeed well served

,.,

'i‘,hv A 1arg¢ group nf pxtreme1y dedicated snd ccmpetent people who are'“

'fﬁffully utt]izinbcéﬁawmgfgnmdern technology to insure that the decision

T P : - ﬁ...-....,. . e i

"makers of our national government ‘are pruvided the be8t posaible

'information in a timely manner. , ‘ _

o That 15 not ro qay, however, that there are no problems. The

">,i::rall isqued by the thirman for these hearings state& that the sub-

”...to obtain a btief overview of the major systems C

-rnmmittee wtqhed'i

':; in tho Community ;ﬁd to explore how the CUmMunity manages these assets o

_and what is perceives its major problems to, be today and in the future.lif:;i;;tf?_
Tn deﬂcrib{ng che creation of the OCIS and the duties and reapon—': “7jf.

'flfqlbtllties impoqed upon it by the Director. X have been addressing

jja new - iniclntjve in the area of management of ADP 1n the COmmunity

‘through which we expect to imprave che performance of the Community

vin the utllization of les resources. It is currently planned that the '

25X1A . .o B o e

ol Jmetoes

’ oEfice will be staf’fed by 10 peraona, prdvided the .requesl:ed reprogram“nL-EGIB

Approved For Réléase 2p02/09/05 : CIA-RDP84-00933R000200010017-3
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aetiona -md budout memdmnnts, now“w%ﬁg" T‘&mi‘?:\‘:e&" Are ﬂﬁﬂ!‘?&!’?d‘.

This qzaff wil? fnciude . number of “highly qualified AP prefessionala
. who will, for the fqut time, give the bCI the capability which he
'-»eedq :o effert&vely carry out the new raspanaibilitien vested in

him bv Executive Order 17036. r S 4 d _;mwl”;@f7:

e ST, .

o Unt11 now. the management of ABP has been decentralized. Each S :
au - L. - e n‘z : ’;’: 3 m .. . .' ER . - -
'Lf;cnmponcnt of the Community has developed &n ADP management suited s

A

i 0 its own organizntional struc:ute and the particular mission and

l'um-tion of each agencv. 'rhe nature df the various managénient

,)..<

qt nsvtm-es whirh ev.i*at at the operating le‘vela %11_11 “ba described i.u o
;}qome stall 1n the presentation to be given 1ater by rep‘éﬂentativBB L

””"j'uf theee components

As part of this overivew of Cbmmunity ADP I would however, like .y 
 'w to an] thg Committep 8 attention to several stgﬂtftcant new 1nitiativea Fa'ﬁ
Akon by qaverdl uf the agpncieﬂ 1n their cantinuing effort. to improve "27";1Tf

 thelr intezna] management procedurew.

| 1. ASD(C3I) and the Director of DIA, jointly agreed, 1n 1ate 1976.l
ff:l to create a systems planning offiée to develop a Defense IntelligEnce.
vInformdtion Systems master plan.f Tﬁé purpose and actiﬁitiéﬁ of ﬁhis f  T{;';?
iilﬁi or[ice wi!1 he diqvussed in some detail at 8 1ater portiun oE the hearing.nsf—/wm.

2. WLthtn the Iaqt year, NSA haa made two major organizational and

L mdnagemont rhanges which are expectsﬂ to :esult 1n better managemant of

ADP and Telornmmunirarions and in more careful réﬁiew of major syscema ";1 e
pre;eLES.' Tne Sizrsy »§ shese iB rha rvnsn&iﬁatinn Dﬁ e iER amﬁ :bz _f'i‘A, o

Telecodfmunications organizations. Thia was done In rﬁgognition af the | |

o
s

7 ~ skey role whlch computer9 sre now plsyiug in telecomnunications and ' :
e ILLEGIB
‘with the °b3e°ti”e of aLhiEV%Ff,hﬁtb?m~iqtegraticﬁ of processes and

25X1A
' Approved For Relpase 200 R/09/05 : CIA-RDP84-00933R000200010017-3
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] . A NN ey

better flow of SIGINT data. The Becand”cﬁanga was the aduption ok

fnrmal qtructure for validatian of requirementa fur new system capabilities _ |

and a procesa of formal reviews of concept alternatives and aystem o

e acquiqftion. This process 1is being appliad to moat of the new projects:;
* - -which win appear 1ln the 1980 budget._ The review brocess ia already
,having a favorabIe effect in determiniﬂg the real need emd probahle :

v"_.;_‘;."‘:_effect of prcpesed new systemsi _2 u(.f
Ll Cei N . L ] B ey . PR /
‘3 C[A ‘ln 1977 [_mb iﬂwmnagmeﬂt procedures to 1mprove

""“':'\“‘:, [

“ u e 2 '“..‘r

ccntral ovprview of ADP expenditures. he Executive Advisoty Group,

e ;umposed oE top—level mﬂnagement wi:hin the Agency. now review 8 saparate ‘e ‘k zﬁ

- Ut AR 9 MO Wwing ol Bqlintyy PASQUNCE / NGRS d

-;Appncy ADP budget{hnwbeminnluéedwwitﬁ&nwthe»Agaucy*progtamwpiagZY The - -
B‘ﬁ-m(az‘f

Mpcutive Adviso y Proup also reviews 1n@1vidually and in detail[ghei
., *.‘80 e T o ths ( ALl puppett |

R VE’{?—LM'LGLL.pr&}BCFMHW&FbeMmeEhe«»@.@& Off ce of Data P ocessing O wﬂ_ﬂﬂ

¥ ; 1&q1uJ Wl @Tures Gond QA ( AdLCLAC Loﬁ@?69%>F=51f>ﬁ>24(y*tus&;

Thuq, at bnth t!w Ievel of the DCI and at the Agency level

" _'hlgnlfi( ant new management initiatives are underway designed to

‘1f-1mprovo tho efficiency uf tho Intelligence Community 8 ADP operationa...'- :5i

As quoted above, the Chairman 8 letter also requested that the ;,*

Communiry a perception of its problems be addressed. ADP iu the

(‘ommunltv haq had a history of evolutionm:y grouth Its beginning

R

- can bp t:racpd, ag"""y bY ﬂgency. back to early attempts t:o improve

’ :'the lI.S Intenigeme effort by utll:l.z:lng in ita support the most

"vl_y pffnrzivr toots technnlapy cnuld provi&e, particularly in the';

L (‘ryprologir area.' A little over a year ago, | |wtote

~an unvlassified account of the "Inflnence of U S Cryptologic B

‘ Organtzattov.s on the Digttal Computer Ibdue-try" which detaiied the e

/} very real contribution that to the eariy develep'ment of cmvuter o |LLEG|B ‘.
/ : re(‘lmolopy which were made by the edxly RAD efforts ofebha Bs. .

Approved For Release 2002/09/05 : CIA-RDP84-00933R000200010017-3
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RIS m]

Cryprologlic l\gpnvioq (‘opipq ‘of t‘hfs aréfcl‘e wil.l'. be iﬂatfb aVaitalhe o ) L

o mewbers of Lhe subcommittees whc may wish to review this 1nterésting

history._

Br»rause of rho Hmitattons of ear’ly a‘utd'tnat::lc computets, the i

NS U SN e .....-1-,,.;.“..._»

i "jdau |n"0f'e3‘3:lng baqc- of Lhe (‘ommunity grew from separate roots

““,».f"-.,“d was rqilored :ln L'ach instance to muet the specific and discrete

L_nuede, missions and functions of each of ita components., Because 4_:4:1Vh‘ﬂ

, i S

: ,f_of the«;o limitationq, 1t was not: possible t:o achieve a sharing of o

'.;?_4computer resourceq, :md the managemr—mt uf ADP in the Community

8 -y.» .

iBecause of the »

Aq’quite natnrally deoentralized and d1Verse.‘;

1ff1ntolligence Fommunity s adherence to government-wide policy which ‘

5rcquired competitivc procurement and because of the diverse neture

¥ .,;‘

’;nf the appliearions tu h¢= quppotted the __installed basp of ADP

f-a'.:,u*.‘;\mem; An the "nmmswttv om;xrim a!:btetsim at cnm}uta\: st.m R
_ D L ST T

*iand modelq produced by a variety of vendors, running the gamut of -

»_commcrcial]y avaﬂab]e vomputers and peripherals. ‘

Now that t‘P(‘hm)logic:ﬂ advances have made the 1nternatting
f:of compuro[q and che sharing of resources technicaliy feﬂSible,.

'-'-‘,rhfs diverqtty aﬂd vm:iety of 1nstalled computer equipment, most

;'___of it purchaeed preeentq great prablems Whﬂl“t attempts are made

SO e s e B A‘

ca s

v gr-'tn providP a dtsgreo of 1ntaruperability among equipment types wh:lch L

’.;z\ro orton 1ncompatible. Nevertheleua, the Comunity is making

'qi gnifioam 1nveqt:ments in working out waya and means of overcoming

this particular prohlem where there i:s Promise that 1r§w111 be ™ s
. ' | Lo e JELEGIR

economlcally feasible to do so.
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There 1a nnorhnr set of problema whicﬁ—aiao need to be addteLsed

iIf we are to <ontinue 0 move toward the increased sharing of .fta bases a 1

Df(}d’v( 3{%\1 /?mtlﬂll‘«k M‘ﬁ(

in tho Community. Theqe 1nvolve tﬁe{:goptien~and~4mpiementat10&«9@

. rommunity-widp qtqndardq in areas such aa data elements, Iine protocoln, “
flle formats and rptrievol systems.:.; -

A final problem which should be &d&reased is the fact that

" ‘ hvretofore, due to rhe 1ack of any effectiva Director OfA ntelligence

.-lnvel man1pnment marhaniam’ it has Been extremply di!ficult to 1mv1emen:
s Systemﬂ WhiCh worked over BXiBtins orsnnizntional boundaries‘ ;fl
Thr vqrnhllqhmpnt of the Community Information Systems Office and theh,

broviqion of adequnre qtafftng cherefore, coupled with the new R

hudgprary authority vested by the Preaideut 1n the DCI, should tesult ' 

'f in,n great improvement of the capabilitiea of the Community to cope e

thh thie problem S

Thp 19tter of che Chairman alsa requested that we provide an

e

nverview o( the major Community AD? SystemBL”,Theknepresentatives

ur tho various Community components who will follow me will addresa
" the principul svetems which are operated &nd maintained by each.

Howovor befcre cloqtng this portion of the presentation, I wnuld
Lo ]

Iike to br{tf1y cal! the Committee ﬂ atteation to aevéiai 1arge and )

!mpnrrdnt %vstemq whirh despite the prevtous orgﬁnizatiﬂaai limita- S

 ,ciunq of the Community, have been designed and built and are 4VIVFW;_;‘”

25)(TA('»‘ ’ auCCGQQFullv qprving the 3nint needa nE t&e cammnnity, despite the ':flf_ S

3 et et e,

>
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. prob)emq of organiwation n;?'security which had to be surmounted

// in order to 90 80.,
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